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Department of Energy § 1016.44 

Data, a permanent record of the sub-
ject, title, report number of the docu-
ment, its date of preparation, its series 
designation and copy number, and the 
date of destruction shall be signed by 
the person destroying the document 
and shall be maintained in the office of 
the last custodian. Restricted Data 
contained in material, other than docu-
ments, may be destroyed only by a 
method that assures complete oblitera-
tion, removal, or destruction of the Re-
stricted Data. 

§ 1016.38 Suspension or revocation of 
access authorization. 

In any case where the access author-
ization of an individual subject to the 
regulations in this part is suspended or 
revoked in accordance with the proce-
dures set forth in 10 CFR part 710, such 
individual shall, upon due notice from 
DOE of such suspension or revocation 
and demand by DOE, deliver to DOE 
any and all Restricted Data in his pos-
session for safekeeping and such fur-
ther disposition as DOE determines to 
be just and proper. 

§ 1016.39 Termination, suspension, or 
revocation of security facility ap-
proval. 

(a) If the need to use, process, store, 
reproduce, transmit, or handle classi-
fied matter no longer exists, the secu-
rity facility approval will be termi-
nated. The permittee may deliver all 
Restricted Data to the DOE or to a per-
son authorized to receive them; or the 
permittee may destroy all such Re-
stricted Data. In either case, the facil-
ity must submit a certification of non-
possession of Restricted Data to the 
DOE. 

(b) In any instance where security fa-
cility approval has been suspended or 
revoked based on a determination of 
the DOE that further possession of 
classified matter by the permittee 
would endanger the common defense 
and national security, the permittee 
shall, upon notice from the DOE, im-
mediately deliver all Restricted Data 
to the DOE along with a certificate of 
nonpossession of Restricted Data. 

§ 1016.40 Termination of employment 
or change of duties. 

Each permittee shall furnish prompt-
ly to DOE written notification of the 
termination of employment of each in-
dividual who possesses an access au-
thorization under his Permit or whose 
duties are changed so that access to 
Restricted Data is no longer needed. 
Upon such notification, DOE may: 

(a) Terminate the individual’s access 
authorization, or 

(b) Transfer the individual’s access 
authorization to the new employer of 
the individual to allow continued ac-
cess to Restricted Data where author-
ized, pursuant to DOE regulations. 

§ 1016.41 Continued applicability of 
the regulations in this part. 

The expiration, suspension, revoca-
tion, or other termination of a security 
clearance or access authorization or se-
curity facility approval shall not re-
lieve any person from compliance with 
the regulations in this part. 

§ 1016.42 Reports. 

Each permittee shall immediately re-
port to the DOE office administering 
the permit any alleged or suspected 
violation of the Atomic Energy Act of 
1954, as amended, Espionage Act, or 
other Federal statutes related to Re-
stricted Data. Additionally, the per-
mittee shall report any infractions, 
losses, compromises, or possible com-
promise of Restricted Data. 

§ 1016.43 Inspections. 

The DOE shall make such inspections 
and surveys of the premises, activities, 
records, and procedures of any person 
subject to the regulations in this part 
as DOE deems necessary to effectuate 
the purposes of the Act, Executive 
Order 12958, as amended, and DOE or-
ders and procedures. 

[48 FR 36432, Aug. 10, 1983, as amended at 71 
FR 68735, Nov. 28, 2006] 

§ 1016.44 Violations. 

An injunction or other court order 
may be obtained prohibiting any viola-
tion of any provision of the Act or any 
regulation or order issued thereunder. 
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Any person who willfully violates, at-
tempts to violate, or conspires to vio-
late any provision of the Act or any 
regulation or order issued thereunder, 
including the provisions of this part, 
may be guilty of a crime and upon con-
viction may be punished by fine or im-
prisonment, or both, as provided by 
law. 

PART 1017—IDENTIFICATION AND 
PROTECTION OF UNCLASSIFIED 
CONTROLLED NUCLEAR INFOR-
MATION 

Subpart A—General Overview 

Sec. 
1017.1 Purpose and scope. 
1017.2 Applicability. 
1017.3 Policy. 
1017.4 Definitions. 
1017.5 Requesting a deviation. 

Subpart B—Initially Determining What Infor-
mation Is Unclassified Controlled Nu-
clear Information 

1017.6 Authority. 
1017.7 Criteria. 
1017.8 Subject areas eligible to be Unclassi-

fied Controlled Nuclear Information. 
1017.9 Nuclear material determinations. 
1017.10 Adverse effect test. 
1017.11 Information exempt from being Un-

classified Controlled Nuclear Informa-
tion. 

1017.12 Prohibitions on identifying Unclassi-
fied Controlled Nuclear Information. 

1017.13 Report concerning determinations. 

Subpart C—Review of a Document or Ma-
terial for Unclassified Controlled Nu-
clear Information 

1017.14 Designated officials. 
1017.15 Review process. 
1017.16 Unclassified Controlled Nuclear In-

formation markings on documents or 
material. 

1017.17 Determining that a document or ma-
terial no longer contains or does not con-
tain Unclassified Controlled Nuclear In-
formation. 

1017.18 Joint documents or material. 

Subpart D—Access to Unclassified 
Controlled Nuclear Information 

1017.19 Access limitations. 
1017.20 Routine access. 
1017.21 Limited access. 

Subpart E—Physical Protection 
Requirements 

1017.22 Notification of protection require-
ments. 

1017.23 Protection in use. 
1017.24 Storage. 
1017.25 Reproduction. 
1017.26 Destruction. 
1017.27 Transmission. 
1017.28 Processing on Automated Informa-

tion Systems (AIS). 

Subpart F—Violations 

1017.29 Civil penalty. 
1017.30 Criminal penalty. 

AUTHORITY: 42 U.S.C. 7101 et seq.; 50 U.S.C. 
2401 et seq.; 42 U.S.C. 2168; 28 U.S.C. 2461. 

SOURCE: 73 FR 32641, June 10, 2008, unless 
otherwise noted. 

Subpart A—General Overview 

§ 1017.1 Purpose and scope. 

(a) This part implements section 148 
of the Atomic Energy Act (42 U.S.C. 
2168) which prohibits the unauthorized 
dissemination of certain unclassified 
Government information. This infor-
mation identified by the term ‘‘Unclas-
sified Controlled Nuclear Information’’ 
(UCNI) consists of certain design and 
security information concerning nu-
clear facilities, nuclear materials, and 
nuclear weapons. 

(b) This part: 
(1) Provides for the review of infor-

mation prior to its designation as 
UCNI; 

(2) Describes how information is de-
termined to be UCNI; 

(3) Establishes minimum physical 
protection standards for documents 
and material containing UCNI; 

(4) Specifies who may have access to 
UCNI; and, 

(5) Establishes a procedure for the 
imposition of penalties on persons who 
violate section 148 of the Atomic En-
ergy Act or any regulation or order of 
the Secretary issued under section 148 
of the Atomic Energy Act, including 
this part. 

(c) This part does not apply to infor-
mation controlled under 10 U.S.C. 128 
by the Department of Defense. 
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